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(Views of Jim Gray, 2003)
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SETI@Home
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p2pP
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P2P?
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pP2pP?
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P2P

(Napster, FastTrack, KaZaA, iMesh, Gnutella, eDonkey,
BitTorrent, eMule, Maze)

(SET1@home, UnitedDevices, DistributedScience)

(OceanStore, Farsite, HiveNet, Granary)
(Groove, Engenia, Interbind)
(MSN, Yahoo, AOL, I1CQ, QQ)
(Anysee, PPLive)
Web (uServ)

Email
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P2P (Views of HP)

communication and
collaboration
&

Centerspan | Jabber
Cybiko | AlMzter

Grroove

Mag

Grutella, Freenet

platforms Majo Nation,
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Entropia, DataSynapse
distributed SETTaheome, United Devices

computing
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P2P
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3.1

Today’s Deployments Often Leave

Clients Relatively Unprotected

A

« Two-factor user auth.

Server

Controlled physical
access

24x7 monitoring/guard

Highly regulated
SWIHW configuration

Intrusion detection SW
Firewall

Anti-virus

Network segmentation
Encrypted data

UPS power protection
Real-time monitoring
Real-time backup
Auditing & analysis
tools

Configuration monitors

Network

Encryption (IPSec, S5L)
VPN

Layered firewalls
Intrusion detection SW
247 monitoring
Metwork segmentation
802 .1x (Radius)

User authentication
Twao factor authentication
Dormain controllers
Paolicy management
Configuration monitors

Client

FPasswords
Anti-virus

User authentication
Patch, Configuration,
& Policy Control
Intrusion detection SW
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(Distributed Dissemination CONtrol)

P2P VoIP

P2P
O P2pP
O p2p
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P2P ( )
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3.2 P2P

P2P

m 2005 1 2004 1 P2P 271%
82%
14%

30 o0
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P2P ( )

0 IM FS P2P
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P2P ( )
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3.3 P2P

(Identity)
(Authentication)

(Authorization)

(Resource Protection)

(Secure Communications)

(Risk Assessment)
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Authentication
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Authorization

P2P
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Resource Protection
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Secure Communications
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Risk Assessment
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3.4 P2P

(Trust Model)

(Reputation Management)
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(Hierarchical)

(tree)

e.g. PKI
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()

(Web of Trust)

(net)
Peer 5
e.g. PGP, SPKI h - Bob
O\ Cella
O\O ;}Eo\srf&
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()

(Reputation-based Trust)

Peer
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(Centralized Reputation Management)
1 Peer

O
R=(> Sat-> UnSat)/Count()

L )

eBay
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()

(Distributed Reputation Management)

1 Peer

L] Peer P2P Peer
Peer

L] Peer

[
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Stanford eigenRep
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()

Protocol of DRM diient peer

Target Peer
- Query(Resource_name, overdue) >
QueryResp(Result, IP, Port, PeerIDi) _
< 0i->C
Select top T of offers
- Trust(T, PKc) >
< TrustResp({[Tj, IP, Port, PeerlDj]SK], PK|}PKc) )
t]->c
Select trusted voters V of TrustRespo
Confirm
vk ©! )
ConfirmResp(a
< (@) vk->C
If vk answers as expected, ¢ will
accecpts its TrustResp to select ?
trusted resources providor.
35
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Internet

Internet

n PDA
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P2P Grid

= P2P
= p2pP
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(Edge Computing)
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(Pervasive/Ubiquitous Computing)
|
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B Internet
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P2P
B One size fits all = NOT!!!!

B Tradeoff between security and availability

P2P
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